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PDP Law in Indonesia: Quo Vadis?
New Norms under Data Protection Law
The Rise of Personal Data Protection Laws
About the Right to Privacy
Reality Check on the Digital Economy
Saya akan sangat berterimakasih jika Anda tidak
menyebarkan foto saya. Anda tidak tahu betapa
stresnya saya saat ini sedang terisolasi, melihat
berita tentang diri saya, ibu dan rumah saya tan
pa penjelasan, membaca broadcast tentang say
a, meminta orang mencari tahu akun medsos sa
ya dan keluarga saya, juga orang-orang menyeb
arkan foto kami.”
Tolong jaga privasi saya dan
keluarga saya, berhenti menyebar
kan foto foto kami dan berita
melenceng tentang kami.










“Three elements of Privacy: 
Anonymity, Solitude and Secrecy” 
(Ruth Gavison, 1980)
“Henceforth, solitude became dear to him (PBUH) and 
he used to seclude himself in the cave of Hira..” 
(Narrated by Muslim)
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“CLOSED DOOR” LESSON 
IN ISLAM….
“Three Times of Privacy” 
Rule (Q.S. 24: 58)
Inviolability of Private Homes 
(Q.S. 24: 27) 
Non-surveillance Rule (Q.S. 49: 12)
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1. FREE FROM SURVEILLANCE
Hidup bebas dari pemantauan orang lain (termasuk di tempat
kerja, di tempat umum, oleh majikan, korporasi ataupun oleh
negara)
2. QUALITY OF LIFE
Menikmati hidup yang berkualitas tanpa gangguan
3. INFORMATION CONTROL
Hak untuk menikmati kerahasiaan diri, menentukan penyebaran
atau penyimpanan data pribadi, dan mengeksploitasi data 
pribadi.
SEVERAL DIMENSIONS TO PRIVACY
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Emergence of five key drivers for the digital economy, 
namely (1) Datafication; (2) Social Media; (3) IoT; (4) 
Machine learning; (5) Synchronisation
DIGITAL ECONOMY
Three BIGS around us: (1) BIG Brother; (2) BIG Data 
Aggregator; (3) BIG Fans, for good or less-good reasons. 
WHO MISUSE YOUR DATA?
With (1) Increasing reliance to cyber system and data 
analytics in both private and public infrastructure; (2) 
Abundant data in public domain; (3) Increasing non-state 
actors in data breaches and cyber terrorism.
DATA BREACH IS A MATTER OF WHEN, NOT IF!








1. Pendaftaran no HP dan Medsos mahasiswa
2. Pemanfaatan data kependudukan oleh Pihak
ketiga
3. Penyalahgunaan KTP-el
4. Penyalahgunaan data pemilih






Data Protection in International Fora
Insert the title of your subtitle Here
PDP is now 
inseparable from global 
trade issues, therefore 
triggers lots of debate 
internationally
Global Trade
Data governance is 









Not Legislating is Not an 
Option
By 2019, 132 countries already have 
certain special and comprehensive 
laws on personal data protection. 4 
ASEAN countries have it: Malaysia, 
Singapore, Philippines, Thailand.
Some notable and reputable 
international organisations and 
multilateral treaties already include 






G-20: Osaka Track on Data Free Flow with Trust (DFFT)
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European Union (EU) General Data Protection Regulation 2016
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On Personal Data Protection 2015






Access and Correction 
Security Safeguards 
Accuracy of Personal Data
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PDP deals with the full processing from 
collection to disposal. Confidentiality or 
security is only a component of it.
FULL DATA LIFECYCLE
Data Is not “owned” by the 
data user. Individuals’ rights 
are involved.
DATA STAKEHOLDERS
Data is viewed as assets that have to 
be managed and protected within 
appropriate measurable steps
DATA DUE DILIGENCE
Restrictions are introduced to 
reshap the new expected 
behaviour on data
NEW OFFENCES
New Norms under the PDP Law
Information society requires a 
resetting of ethical and cultural 
adjustment towards data
RESETTING DATA CULTURE
While it is important to preserve data 





The scope of PDP is 
very restricted, only 
covers electronic data, 
applies only to the 
sectors regulated under 





UNDER UU ITE & ITS 
SUBSIDIARY LAW
PDP Law has been 
made into Prolegnas
since 2020 and is not 
being debated by the 





PDP LAW IS IN 




Indonesian PDP Draft Bill
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Prinsip Perlindungan Data – Pasal 17(2)
a. Pengumpulan Data Pribadi dilakukan secara terbatas dan spesifik, sah secara hukum, patut, dan transparan.
b. pemrosesan Data Pribadi dilakukan sesuai dengan tujuannya;
c. pemrosesan Data Pribadi dilakukan dengan menjamin hak Pemilik Data Pribadi;
d. pemrosesan Data Pribadi dilakukan secara akurat, lengkap, tidak menyesatkan, mutakhir, dan dapat dipertanggungjawabkan;
e. pemrosesan Data Pribadi dilakukan dengan melindungi keamanan Data Pribadi dari pengaksesan yang tidak sah, 
pengungkapan yang tidak sah, pengubahan yang tidak sah, penyalahgunaan, perusakan, dan/atau kehilangan Data Pribadi;
f. pemrosesan Data Pribadi dilakukan dengan memberitahukan tujuan dan aktivitas pemrosesan, serta kegagalan pelindungan 
Data Pribadi;
g. Data Pribadi dimusnahkan dan/atau dihapus setelah masa retensi berakhir atau berdasarkan permintaan Pemilik Data Pribadi 
kecuali ditentukan lain oleh peraturan perundang-undangan; dan
h. pemrosesan Data Pribadi dilakukan secara bertanggung jawab dengan memenuhi pelaksanaan prinsip pelindungan Data 
Pribadi dan dapat dibuktikan secara jelas.
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PDP Law must keep on fast-developing digital 
technology
PDP Law is far-reaching across all sectos
Without PDP Law, international trade is affected
PDP Law is about respect to individual rights
PDP Law empowers Indonesia’s Digital Economy
THANK YOU
sonny@iium.edu.my
Sonnyzulhuda.com
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